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Social Engineering
Phishing: this is the most common type of social engineering attack. These attacks exploit human error to spread malware via infected email attachments (Gupta et al., 2016). They are usually in the form of a text message or email messages that create urgency, fear, or curiosity for the victims. The victims reveal sensitive information or click on malicious links or malware-infected download attachments out of curiosity. This type of social engineering can be addressed by setting spam filters in your email. In the email settings, set the span filters high to avoid receiving risky messages. According to Gupta et al. (2016), implementing technological cybersecurity measures such as firewalls, anti-virus and anti-malware are also helpful. 
Baiting: this form of social engineering involves enticing victims into unknowingly compromising their security (Mouton et al., 2016). For example, they can offer free giveaways or distributing infected devices. Attackers use false promises and take advantage of a victim's curiosity or greed. They lure victims into a trap, and they steal their personal information or spread malware to their systems. Baiting is also rampant online. Attackers use enticing ads that lead to malicious sites, forcing users to download the malware-infected applications to get the gift or reward. This form of social engineering can be prevented by rejecting a request that purports to help you. You can install software that blocks pop-ups on your computer (Ghafir et al., 2016). Reject any offers that entice you to reveal your password or any private information. You can also use spam filters to detect spam. 
Scareware: this is a form of malicious software that comes in the form of pop-ups that warn your security software to be outdated or give you false alarms (Ghafir et al., 2016). It can also purport to have detected malicious content on your device. Victims are deceived into visiting malicious websites or installing software that is not beneficial.  The best technology to counter this form of social engineering is by securing devices by regularly installing, maintaining, and updating your anti-virus software. You can also use VPN and install firewalls and anti-virus (Mouton et al., 2016).  
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